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Report Information

Report type Vulnerability
Report ID 2C91A18F5C73D472681BC8390C03DD6F
Date report was created 2016-05-10 10:21
Timezone for dates GMT+2
Report created for Ballou Internet Services AB
Report generated by Daniel Gullin
Schedule job TestScan
Scanning interval 2016-05-04 09:57 - 2016-05-04 10:14
Number of targets scanned 1
Number of risks found 21
Findings sorted by CVSS
Reporting engine 4.1.140.24
Scanning engine 3.3.6
Rules database 2016-05-03 18:38
HIAB hardened No
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Executive Summary

 
Trend 
Average number of findings for each risk level between 2015-05-04 and 2016-05-04

 
Remediation Trend 
Average days of remediation for each risk level between 2015-05-04 and 2016-05-04

Risk Level Overview

High risk 1 findings
Medium risk 17 findings
Low risk 3 findings

Delta
Number of added and removed findings since last scan

Added 0 findings
Removed 3 findings
Unchanged 17 findings
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Vulnerabilities with Remediation age older than 90 days 

 
Top 10 Risk Families 
Overview for top 10 risk families

Top 10 Solutions

Solution Open Issues Targets

Upgrade to version 7.2p2 or later of OpenSSH 12 1
Require SMB Signatures 1 1
Disable TLSv1.0 1 1
Review certificate 1 1
Use stronger SSH ciphers 1 1
Disable MD5 for SSL/TLS 1 1
Disable weak SSL/TLS Ciphers 1 1
Use secure hash algorithms for certificates 1 1
Enable SMB Signatures 1 1
The vendor has not provided any solution yet 1 1

12 openssh
6 ssl
2 smb
1 ssh
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Target Summary

185.3.48.79

High risk 1
Medium risk 17
Low risk 3
Open ports 22/TCP - ssh

135/TCP - emap
445/TCP - netbios-ssn
3389/TCP - ms-wbt-server
49152/TCP - dce/d95afe70-a6d5-
4259-822e-2c84da1ddb0d
49153/TCP - dce/f6beaff7-1e19-4fbb-
9f8f-b89e2018337c
49154/TCP - emap
49155/TCP - dce/367abb81-9844-
35f1-ad32-98f038001003
49157/TCP - dce/12345778-1234-
abcd-ef00-0123456789ac

Average CVSS score 5.0
Scanning interval 2016-05-04 09:57 - 2016-05-04 10:14
Scan policy Normal2
Platform Microsoft Windows Server 2008 R2 (6.1

SP1)
Delta 21 findings added

0 findings removed
0 findings unchanged
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